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tomer with a recommended investment portfolio or trade. 
The firm offering the robo-advisor has pre-selected the 
set of financial instruments that can be recommended to 
the client, which tend to be liquid assets, such as shares, 
bonds, exchange−traded funds or index trackers (the in-
vestment universe).7 The customer also sets up the invest-
ment account, either by granting the software permission 
to access an account held with a financial institution or 
by wiring the funds to a designated account. Once this 
information is provided and all necessary choices are 
made, the software configures the algorithm that will 
manage the client’s account. Therefore, robo-advisors can 
be considered automated, because no human assistance 
or intervention from the firm offering the robo-advisor is 
required to configure the algorithms and ancillary soft-
ware to manage the individual customer´s account and 
portfolio.

Firms use widely varying software architectures and 
data inputs to build their robo-advisors. Consequently, 
the GUI, the use of collected client data to generate model 
portfolios (including the degree of personalization), the 
algorithm (e.g., whether it uses machine learning to pre-
dict market data or uses hardcoded economic assump-
tions) and the security of the advisory system differ from 
robo-advisor to robo-advisor. For this reason, it is difficult 
to make general statements regarding robo-advisors. 
Instead, the hypothesis under exploration is whether a 
robo-advisor could be designed such that the regulatory 
requirements, as set out below, are met.

Business Models
Generally, we can distinguish two types of automated 

advisors that recommend portfolios, which differ with 
respect to the degree of automation. Excluded from the 
analysis are robo-advisors that combine a robo-advisor 
with a human financial adviser (“hybrid” robo-advisors).8 
The first type is the automated investment or portfolio 
manager. In this business model, the software recom-
mends a portfolio, automatically makes the necessary 
trades to allocate the funds to the investments to create 
the portfolio, rebalances from time to time (as config-
ured) to make sure that the portfolio remains consistent 
with the investor preferences, and wires any generated 
funds (returns) to the investor’s account. Given that all 
investment actions are automated, it is considered a fully 
automated model.9 A recent study suggests that human al-

Introduction
In the wake of the financial crisis of 2008, a new type 

of investment adviser emerged: the automated invest-
ment adviser or “robo-advisor.” Robo-advisors provide 
investment advisory services at a lower price point than 
traditional investment advisers and are gaining market 
share. With hundreds of firms offering robo-advisory 
services and more and more assets under management, 
robo-advisory is a steadily growing branch of novel fi-
nancial services collectively known as “Fintech.”

As business activities in the financial services indus-
try are subject to regulation, those rules play an important 
role in the development of technological innovations such 
as robo-advisory. The purpose of this article is to analyze 
whether robo-advisors could be designed to comply with 
existing financial services regulation and the fiduciary 
duties imposed by such regulation.

Robo-Advisors
Robo-advisors (and the companies offering them) 

vary widely in the type of investment algorithms they 
use, the business models under which they operate, the 
degree of human interaction involved, the methods used 
to collect information from clients, as well as the quality 
and quantity of information collected.1

All robo-advisors have in common that they are soft-
ware applications, offered by firms (or natural persons) 
and designed to automate investment advisory and/or 
investment management decisions. To make those deci-
sions, robo-advisors generally use asset allocation algo-
rithms based on economic theories to invest the funds 
of investors, who have varying profiles and preferences. 
Those theories, which stem from the financial economics 
academic literature, often include Markowitz’s modern 
portfolio theory,2 asset pricing models3 and some use 
insights from behavioral finance.4 Robo-advisors are 
designed to maximize the expected return on a portfolio 
of investments by choosing from a set of possible invest-
ment options, which is limited by both the company of-
fering the robo-advisor’s choices and restrictions imposed 
by the investor’s profile and preferences. 

How does this work in practice? The client uses an in-
teractive, digital platform (a website, mobile application 
or other graphical user interface (“GUI”)) and provides 
personal information and other data, such as his or her 
financial background, age and risk preferences, gener-
ally by responding to a questionnaire.5 Using decision-
making control structures for flow control,6 the software 
then processes that information and presents the cus-
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It is important to separate the technical aspects of, 
and the agreements entered by, robo-advisors. The hy-
pothesis under exploration, whether robo-advisors can be 
designed in a way that ensures compliance with existing 
regulations, is ultimately a technical matter pertaining to 
design features.16

Regulatory Law; Investment Adviser
Robo-advisors are engaged in the business of provid-

ing advice regarding securities and are therefore “advis-
ers” in the sense of the Investment Advisers Act of 1940.17 
Therefore, they must meet the substantive and fiduciary 
obligations of the 1940 Act.18 In addition, robo-advisors 
must comply with the rules of the Securities and Ex-
change Commission (SEC) issued under the 1940 Act and 
can benefit from new guidance published by the SEC in 
February for the purpose thereof.19

Pursuant to the 1940 Act, investment advisers have 
fiduciary duties,20 which require them to disclose infor-
mation to their clients. They must, inter alia, fully disclose 
all facts material to the engagement of the adviser, dis-
close material facts regarding any conflicts of interest and 
employ reasonable care to avoid misleading clients.21 The 
information must also be sufficiently specific so that the 
client can understand the adviser’s business practices 
and conflicts of interest, presented in a manner likely to 
be read and understood,22 and not “buried.”23 Clients are 
advised to consider this information.24

As a fiduciary, the investment advisor also has the 
duty to only provide investment advice that is suitable 
for the client based on the client’s financial situation and 
investment objectives.25 Moreover, the SEC takes the view 
that if a robo-advisor allows a client to select a portfolio 
other than that recommended by the robo-advisor, the ob-
ligation to act in the client’s best interests implies that the 
robo-advisor should provide commentary if the selected 
portfolio is unsuitable.26 In that cases, design features 
could be “useful to alert the client.”

Pursuant to the SEC rules under the 1940 Act, invest-
ment advisers are obliged to have a compliance program 
in place and to appoint a chief compliance officer.27 Any 
compliance program promulgated under Rule 206(4)-7 of 
the 1940 Act must include written policies and procedures 
that are reviewed annually and reasonably designed to 
prevent violations of the 1940 Act.

Any compliance program must also take into consid-
eration the nature of the firm’s operations and the risk 
exposures created by such operations.28 Based on this 
obligation, robo-advisors may have to consider policies 
and procedures addressing the development, testing and 
post-implementation monitoring of the algorithmic code, 
disclosures of any changes to the algorithmic code that 
may have an impact on a client’s portfolio, as well as ap-
propriate oversight of any third party developer and the 
protection of key advisory systems.29 The latter obligation 

location decisions are still preferred over fully automated 
models.10

The second type is the automated investment adviser. 
This business model primarily differs from the former in 
that the software chooses and manages a hypothetical port-
folio. It recommends to the investor how to construct and 
manage his or her portfolio, without doing so. Therefore, 
this is a partly automated model.11 Both the automated in-
vestment manager and the automated investment adviser 
will be called robo-advisors, unless otherwise stated.

Product Delivery Models
It is useful to consider the variety in robo-advisory 

delivery models. Currently, three different delivery mod-
els are prevalent. We specifically exclude B2B delivery 
models from our analysis.

First, a firm can choose to develop and manage the 
software (in-house development) and offer it directly to 
its customers, who hold accounts with the firm or have 
appointed the firm to manage accounts elsewhere for 
them (“integrated model”).12

Second, firms can choose to use robo-advisory soft-
ware under a license granted by a third-party software 
developer, who normally also manages and updates the 
software (white label solution). Instead of licensing, firms 
can also choose to subcontract the development, deploy-
ment and management of the software to a third party. 
In both cases, the end user of the robo-advisor holds an 
account with the firm, not the third party (“third party 
contracting model”).13

In the third model, the firm enters contractual ar-
rangements with an entity which sponsors individual 
retirement accounts (IRAs) or 401(k) accounts (a plan 
sponsor). Pursuant to those arrangements, the firm makes 
the robo-adviser available to the account holders, who 
can subsequently opt-in and use the robo-advisor (“plan 
sponsor model”).

As the analysis of the regulatory framework set out 
below shows, the latter two product delivery models in-
volve additional obligations, next to the rules applicable 
to all product delivery models. 

Client-Adviser Relationship Models
A third vector of differentiation between the business 

practices of robo-advisors is the range of offered services 
and associated representations as set out in the invest-
ment agreement with the client. Without considering the 
enforceability of these provisions, some robo-advisors are 
said to use agreements waiving fiduciary duties, limit-
ing fiduciary responsibilities and narrowly qualifying the 
investment advisor’s role in the client-adviser relation-
ship.14 Other robo-advisors clearly declare to be an invest-
ment adviser.15
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fee or other compensation, direct or indirect, with respect 
to any moneys or other property of such plan, or has any 
authority or responsibility to do so, or (iii) he or she has 
any discretionary authority or discretionary responsibility 
in the administration of such plan.41 A company can be a 
fiduciary either by exercising managerial authority or by 
possessing administrative authority.42 This rule particu-
larly affects robo-advisors offered under a plan-sponsor 
model.

The fees charged in connection with robo-advice are 
contentious.43 In Rosen v. Prudential Retirement Insurance 
and Annuity Co. et al., U.S. District Judge Bolden decided 
that Prudential (which operated the automated invest-
ment adviser program GoalMaker) could not be considered 
a fiduciary based on the initial selection of available in-
vestment options (it was up to the plan sponsor to enter 
into the service agreement), but that Prudential could still 
be considered a fiduciary if the agreement allowed some 
discretionary authority to modify the menu of available 
investment options. The judge also considered that a ser-
vice provider to an ERISA plan may have fiduciary status 
if it retains contractual authority to adjust its own compen-
sation and the compensation is not concretely defined in 
the terms of the plan, which was not the case. The judge 
concluded that the relevant details of the GoalMaker pro-
gram were disclosed and that the investment selection was 
ultimately made by the plan sponsor, dismissing the com-
plaint of the plaintiffs that the GoalMaker program steered 
assets into proprietary funds and higher-cost investment 
options without full disclosure. Therefore, Prudential was 
not considered a fiduciary under ERISA. Note that if con-
sidered a plan fiduciary, the robo-advisor must satisfy the 
fiduciary obligations as set-out in ERISA § 1104 and the 
rules of the U.S. Department of Labor (DOL).

In April 2016, the DOL introduced the Fiduciary 
Rule.44 Under that rule, digital advisers are explicitly rec-
ognized as fiduciaries and held responsible for providing 
investment advice to retirement plans and retirement plan 
participants consistent with the obligations of a “fiducia-
ry” under the Employee Retirement Income Security Act 
of 1974.45 The rule makes clear that a recommendation is 
fiduciary investment advice when the adviser receives di-
rect or indirect compensation for the advice.46 A party that 
provides fiduciary investment advice to plan participants 
is not permitted to receive payments creating conflicts of 
interest, such as a commission, unless it falls under a pro-
hibited transaction exemption.47 This newly introduced 
Best Interest Contract Exemption contains certain condi-
tions to the advice and applies to fiduciaries receiving lev-
el fees.48 While contested and under review, the Fiduciary 
Rule is still set to apply as of June 2017.49

Comparative Perspective on the U.S. Regulatory 
Approach
The U.S. regulatory approach taken by the SEC and the 
DOL, namely to apply existing regulation to robo-advi-
sors, is similar to the approach of European regulators. It 

is particularly relevant for firms using the third party con-
tracting model to offer the robo-adviser.

Robo-advisors generally register with the SEC. If 
robo-advisors provide investment advice exclusively 
through an interactive website, they fall within the ex-
emption from prohibition on SEC registration in section 
203A of the 1940 Act regarding Internet investment advis-
ers, pursuant to SEC Rule 203A-2(e).30 If the robo-advisor 
combines automated advice with human advice, which 
does not exclusively take place over the internet, and 
the robo-advisor is not registered with the SEC as a large 
investment adviser or a multi-state adviser, registration 
and compliance with the New York Investment Advisory 
Act31 is required.

Broker-Dealers32

A robo-advisor (acting as an automated investment 
manager), or a company that manages portfolios for cli-
ents recommended by robo-advisors, is engaged in the 
business of effecting transactions in securities for the 
account of others and can be considered a broker-dealer 
in the sense of the 1934 Exchange Act33 (the “1934 Act”). 
Therefore, it must meet the substantial obligations of the 
1934 Act.34

Brokers must respect the duty of fair dealing derived 
from the antifraud provisions of the act, pursuant to 
which they must deal fairly with customers.35 Derived 
from this duty are, inter alia, the duties to disclose certain 
material information, charge prices reasonably related to 
the prevailing market, and fully disclose any conflicts of 
interest.36 Brokers also have the obligation to recommend 
only specific investments that are suitable for their cus-
tomers. The concept of suitability involves both reason-
able basis suitability and customer-specific suitability.37 

FINRA has also begun to investigate internal controls 
implemented by robo-advisors, including how robo-
advisors assess customers’ risk tolerance.38 The agency is 
believed to also be focusing on how robo-advisors record 
data, the suitability of the advice, and how and when cus-
tomers can access and alter their investment profiles. 

A third relevant duty is the duty of best execution. 
This duty, which partly stems from the common-law 
agency duty of loyalty, requires a broker-dealer to 
obtain the most favorable terms available under the 
circumstances for its customer orders.39 

Plan Fiduciary
Under the Employee Retirement Income Security Act 

of 197440 (ERISA), a robo-advisor may be considered a “fi-
duciary” with respect to a plan, to the extent (i) he or she 
exercises any discretionary authority or discretionary con-
trol respecting management of such plan or exercises any 
authority or control respecting management or disposition 
of its assets, (ii) he or she renders investment advice for a 
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tain liquid securities and amplify systemic risk.52 At the 
same time, reliance on assumptions and the absence of 
continuous monitoring by human analysts may increase 
the risk of losses due to automated investment manage-
ment in case of certain events (e.g., “flash crashes”).53 
Robo-advisors, both those merely advising customers and 
those placing orders, should incorporate mechanisms in 
their algorithms (or supervisory algorithms) to detect and 
timely respond to such events as well as to minimize the 
negative impact of those events on clients’ accounts (e.g., 
financial and regulatory risk controls).54 These design 
features allow robo-advisers to comply with the duty of 
reasonable care.

Conclusion
Unlike what some commentators have previously 

concluded, there is a view that robo-advisors could be 
designed to comply with the duties imposed by existing 
regulatory regimes governing human investment advis-
ers. The key to effective compliance is the use of design 
features that enable the robo-advisor to process the nec-
essary information and perform the necessary actions 
to meet the regulatory standards. To the extent that the 
implementation of the necessary design features is not at-
tainable, the robo-advisory software must be designed in 
a way that enables effective intervention and controls by 
the firm’s compliance personnel.
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